Listing 1: Set Up Windows Azure Diagnostics in the WebRole:RoleEntryPoint (220 words, 32 lines)
C# code from the OakLeaf “Adding Trace, Event, Counter and Error Logging to the OakLeaf Systems Azure Table Services Sample Project” post to establish Windows Azure Diagnostics (WAD) in accordance with the Microsoft Systems Center team’s “Monitoring and Diagnostic Guidance for Windows Azure–hosted Applications” white paper by Brian Copps (http://bit.ly/jbx7UG): 
public class WebRole : RoleEntryPoint
{
  public override bool OnStart()
  {
    // Restart the role upon all configuration changes
    RoleEnvironment.Changing += RoleEnvironmentChanging;

    // All Windows Azure diagnostic code added 12/5/2010
    DiagnosticMonitorConfiguration dmc =
        DiagnosticMonitor.GetDefaultInitialConfiguration();

    // Windows Performance Counters
    List<string> counters = new List<string>();
    counters.Add(@"\Processor(_Total)\% Processor Time");
    counters.Add(@"\Memory\Available Mbytes");
    counters.Add(@"\TCPv4\Connections Established");
    counters.Add(@"\ASP.NET Applications(__Total__)\Requests/Sec");
    counters.Add(@"\Network Interface(*)\Bytes Received/sec");
    counters.Add(@"\Network Interface(*)\Bytes Sent/sec");

    foreach (string counter in counters)
    {
      PerformanceCounterConfiguration counterConfig = new
      PerformanceCounterConfiguration();
      counterConfig.CounterSpecifier = counter;
      counterConfig.SampleRate = TimeSpan.FromSeconds(5);
      dmc.PerformanceCounters.DataSources.Add(counterConfig);
    }
    dmc.PerformanceCounters.ScheduledTransferPeriod = TimeSpan.FromMinutes(1);
    
    // Windows Event Logs
    dmc.WindowsEventLog.DataSources.Add("System!*");
    dmc.WindowsEventLog.DataSources.Add("Application!*");
    dmc.WindowsEventLog.ScheduledTransferPeriod = TimeSpan.FromMinutes(1);
    dmc.WindowsEventLog.ScheduledTransferLogLevelFilter = LogLevel.Warning;

    // Azure Trace Logs
    dmc.Logs.ScheduledTransferPeriod = TimeSpan.FromMinutes(1);
    dmc.Logs.ScheduledTransferLogLevelFilter = LogLevel.Warning;

    // Crash Dumps
    CrashDumps.EnableCollection(true);
    
    //IIS Logs
    dmc.Directories.ScheduledTransferPeriod = TimeSpan.FromMinutes(1);            DiagnosticMonitor.AllowInsecureRemoteConnections = true;
    DiagnosticMonitor.Start("DiagnosticsConnectionString", dmc);
    Trace.WriteLine("WAD Monitor started", "Information");

    // Update 12/5/2010
    Microsoft.WindowsAzure.CloudStorageAccount.   SetConfigurationSettingPublisher((configName, configSetter) =>
    {
       configSetter(Microsoft.WindowsAzure.ServiceRuntime.
RoleEnvironment.GetConfigurationSettingValue(configName));
    });
    Trace.WriteLine("ConfigurationSettingPublisher set", "Information");

    return base.OnStart();
  }

  private void RoleEnvironmentChanging(object sender,    RoleEnvironmentChangingEventArgs e)
  {
    if (e.Changes.Any(change => change is RoleEnvironmentConfigurationSettingChange))
        e.Cancel = true;
  }
}
