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Table 1

Take Advantage of Forms Authentication

You don’t work with ASP.NET’s forms authentication module directly. Instead, you work with the classes that comprise the System.Web.Security namespace xe "System.Web.Security namespace".xe "forms authentication :classes " For most cases, you use the FormsAuthentication classxe "FormsAuthentication class" and the FormsIdentity classxe "FormsIdentity class", which represents a successfully authenticated user in your application. This table lists the class names, and explains what they do. 

	Class Name
	Description

	FormsAuthenticationxe "FormsAuthentication class"
	This is the primary class for interacting with the forms authentication infrastructure. It provides basic information about the configuration and allows you to create the ticket, set the cookie, and redirect from the login page to the originally requested page if the validation of credentials was successful.

	FormsAuthenticationEventArgsxe "FormsAuthenticationEventArgs class"
	This module raises an Authenticate event that you can catch. The event arguments passed are encapsulated in an instance of this class. It contains basic information about the authenticated user.

	FormsAuthenticationTicketxe "FormsAuthenticationTicket class"
	This class represents the user information that will be encrypted and stored in the authentication cookie.

	FormsIdentityxe "FormsIdentity class"
	This class is an implementation of IIdentityxe "IIdentity class" that is specific to forms authentication. The key addition to the FormsIdentity class is the Ticket property, which exposes the authentication ticket. This allows you to store and retrieve additional information in the ticket.xe "forms authentication :classes "

	FormsAuthenticationModulexe "FormsAuthenticationModule class"
	This is the core of the forms authentication infrastructure that establishes the security context and performs the automatic page redirects to the login page if necessary.


Table 2
Drill Down on Authentication Options. 

Forms authentication includes several key properties. You use them more or less in the order described in this table. This table also notes the default state of the property, in addition to explaining what each property does. 
	Option
	Default
	Description

	namexe "name option"
	.ASPXAUTH
	Describes the name of the HTTPxe "Hyper Text Transfer Protocol (HTTP)" cookie to use for authentication (defaults to .ASPXAUTHxe ".ASPXAUTH cookie"). If multiple applications are running on the same web server, you should give each application’s security cookie a unique name.

	loginUrlxe "loginUrl option"
	login.aspx
	Defines which page the user should be redirected to in order to log into the application. This could be a page in the root folder of the application, or it could be in a subdirectory.

	timeoutxe "timeout option"
	30
	Gives the number of minutes before the cookie expires. ASP.NET refreshes the cookie when it receives a request, as long as half of the cookie’s lifetime has expired. The expiry of cookies is a significant concern. If cookies expire too often, users will have to log in often, and the usability of your application may suffer. If they expire too seldom, you run a greater risk of cookies being stolen and misused.xe "forms authentication :configuring :overview "

	slidingExpirationxe "slidingExpiration option"
	false
	This attribute enables or disables sliding expiration of the authentication cookie. If enabled, the expiration of an authentication cookie will be reset by the runtime with every request a user submits to the page. This means with every request the expiration of the cookie will be extended.

	cookielessxe "cookieless option option"
	UseDeviceProfile
	Allows you to specify whether the runtime uses cookies for sending the forms authentication ticket to the client. Possible options are AutoDetectxe "AutoDetect option", UseCookiesxe "UseCookies option", UseUrixe "UseUri option", and UseDeviceProfilexe "UseDeviceProfile option".

	protectionxe "protection option"
	All
	Allows you to specify the level of protection for the authentication cookie. The option All encrypts and signs the authentication cookie. Other possible options are None, Encryption (encrypts only), and Validation (signs only).

	requireSSLxe "requireSSL option"
	false
	If set to true, this property has the effect that the browser simply doesn’t transmit the cookie if SSLxe "Secured Sockets Layer (SSL)" is not enabled on the web server. Therefore, forms authentication will not work in this case if SSL is not activated on the web server.xe "forms authentication :configuring :overview "

	enableCrossAppRedirectsxe "enableCrossAppRedirects option"
	false
	Enables cross-application redirects when using forms authentication for different applications on your server. Of course, this makes sense only if both applications rely on the same credential store and use the same set of users and roles.

	defaultUrlxe "defaultUrl option"
	Default.aspx
	If the FormsAuthenticationModule redirects a request from the user to the login page, it includes the originally requested page when calling the login page. Therefore, when returning from the login page, the module can use this URLxe "Uniform Resource Locator (URL)" for a redirect after the credentials have been validated successfully. But what if the user browses to the login page directly? This option specifies the page to redirect to if the user accesses the login page directly by typing its URL into the address bar of the browser.

	domainxe "domain option"
	Your host
	Specifies the domain for which this cookie is valid. Overriding this property is useful if you want to enable the cookie to be used for more applications on your web server.

	pathxe "path option"
	/
	Notes the path for cookies issued by the application. The default value (/) is recommended because case mismatches can prevent the cookie from being sent with a request.


